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•Kahoot Review – 20 questions

▪30 seconds for multiple choice

▪20 seconds for true and false

Last Week - Review
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Overview

1. Preserving Digital Evidence

2. Processing Digital Evidence

3. Identifying and Reviewing Relevant Data

4. The Production Phase

5. Arbitration and Mediation
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Objectives

•Describe the procedures for preserving digital 
evidence

•Explain how to use Web-based repositories to 
process relevant data

•Use software tools to identify and review relevant 
data



ITMSX83

•Last week we talked about experts and used 
Everlaw as the defendant/producing party

•This week we are going to continue to review 
concepts around the defendant/producing party

▪Most concepts are similar to what the receiving party 
will also use—especially searches

Note
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Preserving Digital Evidence

Part I
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Preserving Digital Evidence

•The EDRM preservation stage is critical
▪There is a risk that ESI can be altered inadvertently during 

collection

•The goal of the preservation stage is to isolate and 
protect potentially relevant data to make sure it’s 
legally defensible
•For civil cases, Rule 26(f) recommends both parties 

“address any issues related to disclosure or discovery 
of electronically stored information”
▪Preservation and production methods should be included 

in this discussion
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Identification and Collection

• In the EDRM, the identification stage is used to 
determine potential sources of relevant 
information

•FRCP Rule 26(f) mandates a “meet and confer”
▪This meeting allows both parties to agree on what 

constitutes relevant data and what format should be 
used for data
▪Failing to meet and confer can result in court rulings 

that affect the case
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•Our fictitious case involves:
▪Plaintiff: John Smith
▪Defendant: Amazon.com

•Facts: Hackers breached Amazon’s systems through a 
web application vulnerability (patch had been 
available a year prior) and infected visitors to the site 
with ransomware 
▪One visitor was John Smith who lost all of his research on a 

new compression algorithm that was looking to be 
purchased by a competitor for 1.2mil
oJohn Smith sued Amazon for 1.2mil in damages

Rule 26f Conference In-Class Example
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1. Aside from John Smith, who are other third parties 
that may have relevant evidence?

2. What questions do you want John Smith and 
potentially other third parties to answer regarding 
the facts of the case?

3. What types of ESI would you include in a 
preservation letter to ensure relevant evidence 
isn’t deleted by John Smith?

4. What types of ESI would you include in 
preservation letters to ensure relevant evidence 
isn’t deleted by each of the third parties?

Group 1/Amazon/Defendant
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1. Aside from Amazon, who are other third parties 
that may have relevant evidence?

2. What questions do you want Amazon and 
potentially other third parties to answer regarding 
the facts of the case?

3. What types of ESI would you include in a 
preservation letter to ensure relevant evidence 
isn’t deleted by Amazon?

4. What types of ESI would you include in 
preservation letters to ensure relevant evidence 
isn’t deleted by each of the third parties?

Group 2/John Smith/Plaintiff
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•You have ~20 minutes to discuss all of this

•Each group will present to the class their answers 
to these four questions

•The opposing group should take notes during the 
presentation and will need to either agree to 
preserve all of the proposed data sources or object 
and determine a reason why a particular source 
might not contain relevant evidence

Rule 26f In-Class Example



ITMSX83

•Divide the live class into two groups
▪Students watching the video later can pick one of the 

groups

•Each group should nominate a grad student group 
leader and a documentation person

•Everyone should figure out answers to the questions 
during the group time and at least 4 group members 
should present the answers to the class
▪The documentation person should write the answers on 

the doc

Rule 26f In-Class Example
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•Go to the Week 8 Module in Canvas for our course

•Download the file for your group

▪Group 1:
oRule 26f Group 1 Amazon.docx

▪Group 2:
oRule 26f Group 2 John Smith.docx

Rule 26f In-Class Example
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1. Aside from John Smith, who are other third 
parties that may have relevant evidence?
▪Competitor looking to buy algorithm
▪Competitor’s email and cloud storage providers
▪John Smith’s email and cloud storage providers
▪Any data recovery services John Smith may have used 

to try to recover the algorithm
▪Any technology professionals that assisted John 

Smith during the incident/infection

Suggested Answers – Group 1/Amazon/Defendant
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2. What questions do you want answered regarding 
the facts of the case relating to John Smith and 
potentially any third parties?

oWhat type of device the algorithm was stored on

oProof that the device was infected

oProof that John Smith actually even designed an algorithm

oProof that John Smith was in talks with the competitor about the 
algorithm (communications, contracts, documents, etc.)

oProof that John Smith was in negotiations for up to 1.2 mil

oProof of any data recovery attempts

oProof from ISP of his connection to Amazon

Suggested Answers – Group 1/Amazon/Defendant
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3. What types of ESI would you include in a 
preservation letter to ensure relevant evidence isn’t 
deleted by John Smith?

oDigital communications (email, voicemail, IMs)

oNetwork and security logs

oDocuments (Word, PDF, Spreadsheets, PPT, etc.)

oLocal Email

oBackups and archive files

oCalendar data

oMobile devices

Suggested Answers – Group 1/Amazon/Defendant
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4. What types of ESI would you include in a 
preservation letter to ensure relevant evidence isn’t 
deleted by each of the third parties?

oCompetitor, Data Recovery Firm, Tech Pros for Incident
❖ Digital Communications

❖ Documents (Word, PDF, Spreadsheets, PPT, etc.)

❖ Forensic images

oEmail/Cloud Storage Provider
❖ Digital Communications

❖ Backups

Suggested Answers – Group 1/Amazon/Defendant
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1. Aside from Amazon, who are other third parties that 
may have relevant evidence?
▪Storage providers
▪Outsourced security pros
▪Incident response company
▪Amazon’s email provider
▪Amazon’s cloud storage provider (if not themselves)
▪Parties who have performed pen testing, vulnerability 

scans, soc2 reports, auditing on Amazon prior
▪Web application company that provided patch
▪Wayback machine

Suggested Answers – Group 2/John Smith/Plaintiff



ITMSX83

2. What questions do you want answered regarding 
the facts of the case relating to Amazon and 
potentially any third parties?

oWhat was Amazon’s security posture and policies like
oWhy didn’t Amazon patch the vulnerability
oHow many people were affected
oWhat is the size and operational status of Amazon’s security staff
oHad Amazon been told about vulnerability prior by internal staff 

or a third party and not do anything about it
oDid internal or external security systems alert on the vulnerability
oDid Amazon employees discuss the vulnerability or breach
oHow quickly was the vulnerability fixed

Suggested Answers – Group 2/John Smith/Plaintiff
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3. What types of ESI would you include in a 
preservation letter to ensure relevant evidence isn’t 
deleted by Amazon?

oDigital communications (email, voicemail, IMs)

oNetwork and security logs

oSecurity/Help Desk tickets

oDocuments (Word, PDF, Spreadsheets, PPT, etc.)

oLocal Email

oBackups and archive files

oCalendar data

oMobile devices

Suggested Answers – Group 2/John Smith/Plaintiff
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4. What types of ESI would you include in a 
preservation letter to ensure relevant evidence isn’t 
deleted by each of the third parties?

oSecurity Pros and Incident response company
❖ Digital Communications
❖ Documents (Word, PDF, Spreadsheets, PPT, etc.)
❖ Forensic images

oEmail/Cloud Storage Provider
❖ Digital Communications
❖ Backups

oWeb app company
❖Digital Communications (emails about vulnerability)
❖Web site posts (about vulnerability)

oWayback machine
❖Web site posts (about vulnerability

Suggested Answers – Group 2/John Smith/Plaintiff
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Identification and Collection

• Judge Shira A. Scheindlin, well known for her 
decisions on e-discovery in the Zubulake case, 
recommends:
▪Including which nine fields of metadata in any ESI 

production?
oIdentifier, filename, custodian, source device, source path, 

production path, modified date, modified time, and time zone 
offset value

▪Including which fields in all e-mail production?
oSender and recipient, CC and BCC recipients, date and time sent, 

subject, date and time received, and attachments
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Identification and Collection

•Courts prefer that requesting parties receive e-
discovery data in the same form and with the 
same content as what the producing parties used
▪Example: if the responding party stores documents 

in a Microsoft Word format but produces the 
documents in Adobe PDF format, original metadata 
is lost

•The collection stage of EDRM consists of 
acquiring ESI data that was specified as 
potentially relevant in the identification stage



ITMSX83

Identification and Collection

•The EDRM recommends that litigation teams:
▪Develop a collection strategy
▪Prepare a collection plan
▪Select the collection method
▪Carry out the collection plan

• Important factor not mentioned in the EDRM:
▪Ensuring that technically qualified people are used 

to manage ESI data collection
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•Once both sides agree on what to preserve, then 
each side needs to consult with their teams to 
determine which data sources to put litigation 
holds on and preserve

Identification and Collection
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Processing Digital Evidence

Part II
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Processing Digital Evidence

•The processing stage takes place after all relevant 
information is collected
▪Takes place to reduce the volume of electronic data

• In some cases, data must be converted into a 
format that’s more suitable for review and 
analysis
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Requests for Data

•Requests for data can be received via a subpoena 
or an e-discovery request

•The Sedona Principles and FRCP Rule 26(f) 
recommend that both parties discuss issues of 
preserving and producing electronic data

•Using a targeted scope for data collection requires 
configuring search criteria in the software tools 
used for collecting data
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Eliminating Duplicate Files

•Duplicate files increase the data set’s size and the 
cost of the production process
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Using Native or Converted Files

•Data sets are typically processed in one of two 
ways, depending on the agreed upon file format:
▪To continue to the review stage with the files in native 

format

▪To convert the files into TIF with OCR or into 
searchable PDF files
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Native File Review

•Most industry experts push for native file review
▪No need to spend time and money converting files 

that are already searchable and have intact metadata

•The review process requires using the file’s 
native application to open it
▪However, opening a file might trigger hidden macros

oCan change metadata and the file’s contents



ITMSX83

Native File Review

•Processing software that automates functions 
such as Bates stamping 

•Bates stamping: a logical numbering system that 
uniquely identifies each page in documents
▪Bates prefix denotes the document’s source
▪Example: Acct-00001 means the first page of the 

first document from the Accounting department
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Native File Review

•Many documents related to the discovery request 
might contain privileged or protected material
▪The unprotected portion must be produced

•Redaction can be used to omit the protected data
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Web-Based Repositories

•Web-based repositories are a good option for 
review
▪Most can handle native file formats

•A hosting service manages converting data to the 
repository’s platform
▪Allows law firms to focus on a case’s legal issues
▪Leaves the problems of technology, infrastructure, 

and database administration to a third-party vendor
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Native File Conversions with In-House Repositories

•Attorneys are usually most comfortable with 
searchable PDF files
▪They’re required to file documents with the court in 

PDF format

•Files converted to TIF with OCR have an advantage 
over PDFs
▪Most litigation database and trial presentation tools 

were developed to be used with TIF and OCR files
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Native File Conversions with In-House Repositories

•After processed discovery is loaded in the review 
platform:
▪Additional database fields are coded with information 

similar to what was included on index cards in the 
past

•Coding: process of examining documents to 
identify names, dates, and relevant terms or 
phrases
▪Resulting information is entered in database fields
▪Can be done manually or with software
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Native File Conversions with In-House Repositories

•Objective coding: used with bibliographic data
▪Example - sender, recipient, data, etc.

•Subjective coding: used to evaluate relevancy, 
legal issues, etc.
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Native File Conversions with In-House Repositories

•Issue coding: determines whether the 
document’s narrative content relates to case 
issues
▪Example: there might be a database field called Issue

oThis field’s content could include items such as “breach of 
contract” or “harassment” for a lawsuit involving wrongful 
termination of an employee
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Then There is Paper

•Converting paper documents to TIF with OCR 
involves the same processing tools discussed 
earlier
▪As well as a scanner interface

•Search methods and field coding must be adjusted 
to accommodate problems with OCR quality
▪See Figure on following slide for poor quality example
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OCR Example
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Identifying and Reviewing 
Relevant Data

Part III
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Identifying and Reviewing Relevant Data

•Legal review begins after the staff have finished 
preserving, identifying, collecting, and preliminary 
processing data

•Choice of review platform has been made
▪Web based or desktop

•The legal team reviews preliminary data set to 
find:
▪Relevant material and any material protected by 

attorney-client privilege
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Identifying and Reviewing Relevant Data

•Each case should begin with a planning session
▪Including a review manual containing all materials needed 

by the review team

•Reviewing the complaint as well as responses to early 
information requests:
▪The legal team can put keywords, phrases, and players in 

context
▪Can also question the relevance of similar words not 

initially included in searches

•Lead attorney should explain the preliminary case 
strategies
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Identifying and Reviewing Relevant Data

•Next, training in the review platform’s search 
features should occur
▪Training should cover principles of fielded and full-

text searching
▪As well as the following searches

oKeyword, Boolean, fuzzy, stemming, proximity, and wildcard

•All document reviewers should be given examples 
of potential search problems and solutions
▪Such as poor-quality OCR
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•Logon to Everlaw
▪https://app.everlaw.com

•Use your same credentials as last week

Advanced Search Lab

https://app.everlaw.com/
https://app.everlaw.com/


ITMSX83

Advanced Search Lab
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•We will again look at a set of emails from the 
Enron dataset—taken from a PST file

•Scroll to the right and select “Enron – Kenneth Lay 
Emails” under “Document Sets” (may be near the 
bottom)

Advanced Search Lab
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•Select “Visualize”

•Select the different tabs on the left “People,” 
“Document,” etc. to see the various filter options

Advanced Search Lab
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Advanced Search Lab

•Select “People” and then 
“Parties”

•Hover over the different 
purple lines to see 
involved emails and 
names
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Advanced Search Lab

•Hover over “Lay 
Kenneth” to see the 
possible filter options

•Select “Lay Kenneth”



ITMSX83

Advanced Search Lab

•Select “Add filter”

•Select “Apply filters to 
search” at the top right
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Advanced Search Lab

•You could now review the documents matching 
this filter
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•Let’s get rid of the current filter

•Select “Remove filters” on the top right

Advanced Search Lab
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•Now let’s look at how to search from a document 
set.

•Select the “Project Search” icon 

•Select “Uploaded”
▪Scroll to select “Enron – Kenneth Lay Emails”
▪Any State
▪Any Flags

•Don’t hit “Search”

Advanced Search Lab
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•The “Contents” term allows you to perform 
advanced searches

•A wildcard search can look for a single letter (?) or 
multiple letters (*)

Advanced Search Lab - Wildcards
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•How many hits did you get for each search?
▪Type in the first term and hit “Enter” 

oDon’t hit “Search”

▪Delete the first 
  term, type the 
  second term and
  hit “Enter”

Advanced Search Lab - Wildcards
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•Now, hit “Search” after this one:

•Select 8898.1 to open the Review window

•Select the “Hit Highlights” tab and use the arrow 
buttons next to “remain*” to find the hits

Advanced Search Lab - Wildcards
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Advanced Search Lab - Wildcards
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•Close out of review window

•Hit the back button on your browser to get back to 
last search

Advanced Search Lab - Wildcards
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•remain? = remains

•remain* = remains, remained, remainder, 
remainders

Advanced Search Lab - Wildcards
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•Fuzzy searches find common misspellings of 
words and use a ~

•An additional optional parameter of between 0 
and 1 can be used to specify similarity (where 
closer to 1 signifies higher similarity)

Advanced Search Lab - Fuzzy
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•Try this search: their~0.1

Advanced Search Lab - Fuzzy
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•Proximity searches use word boundaries to find a 
word within a certain distance of another word

•The words are put in between a single set of 
quotes and a tilde is used at the end to set the 
word boundary

Advanced Search Lab - Proximity
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•Try this search: “contact visit”~10

Advanced Search Lab - Proximity
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•What does this search do?

Advanced Search Lab - Proximity
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•"(contact* visit*) (help "we are")" ~10

•Looks for contact* OR visit* within 10 words of 
help OR the phrase “we are”

Advanced Search Lab - Proximity
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•What does a regex do?

•What does this regex return?
▪"/[-A-Za-z0-9._%+]+[@][-A-Za-z0-9.]+[.][A-Za-

z]{2,4}/“

•These can be used in the “Contents” search as well

Advanced Search Lab - Proximity
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•Open and the two Everlaw docs on basic and 
advanced  content searches below:

Basic             Advanced

Advanced Search Lab



ITMSX83

•Take some time to play around with the various 
terms on the left as well as basic and advanced 
project search options on the Enron data
▪Leave “Uploaded” set as Enron
▪Try fuzzy, Booleans, regex, etc.

Advanced Search Lab
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•Useful to give the requesting side if you think their 
term requests may be too burdensome

•Hit the Home button in Everlaw

•Select the “+” next to “Searches” and select “New 
Search Term Report”

•Feel free to put whatever terms you want in the 
“Enter Search” box and hit enter after each one

Search Term Reports (STR)
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Search Term Hit Reports (STR)
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•You can now close Everlaw

•We’ll now continue to talk about the Processing 
stage where the goal is to reduce the volume of 
ESI

Everlaw 
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•Relativity and other platforms use DTSearch for 
advanced searching

• In Canvas for Module Week 8, select “DTSearch 
Syntax Options

DTSearch Options
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•Some of the operators are different than Everlaw:

DTSearch Options
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Sorting Relevant and Nonrelevant Data

•Review for relevant materials can begin after 
training has been completed

•Process is called a “first-pass review”

•Data is divided into groups and reviewers are 
assigned portions of the groups to search and tag
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Sorting Relevant and Nonrelevant Data

•One junior doc review attorney or paralegal can 
review 40-50 documents per hour

oWith a “document” consisting of four to five pages

▪Junior attorneys are billed at $150 to $250 per hour

•Review can become expensive quickly

•Review is often the costliest part of discovery
▪Whether electronic or paper documents
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Sorting Relevant and Nonrelevant Data

•Case documents are organized by using tags and 
folders

•Tags are software features used to categorize a 
document or file based on specific criteria
▪Such as privileged, responsive, nonresponsive, or 

further review
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Attorney-Client and Work-Product Privileges

•A second-pass review is conducted to identify material 
that’s considered to fall under attorney-client or work-
product privileges. What is the difference??
•Attorney-client privilege (ACP): protects any 

communication between an attorney and a client
▪Communication is confidential and can’t be disclosed 

without client’s consent

•Work-product privilege: protects any work and 
attorney has done in representing a client
▪Includes an attorney’s impressions, tactics, strategies, 

opinions, and thoughts
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Attorney-Client and Work-Product Privileges

•Privilege review can inadvertently produce 
privileged materials to the opposition
▪What is a clawback agreement??

•Clawback agreements negotiated during the 
meet and confer and allows either party to 
demand the return of mistakenly produced 
privileged documents or attorney work product
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The Production Phase

Part IV
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The Production Phase

•After all review and quality assurance steps are 
complete:
▪Documents are produced to the requesting party in the 

agreed-on format

•A description of privileged or protected discovery 
should be entered in a privilege log
▪Log should be produced along with the remaining 

discovery

•The objective of a privilege log is to disclose 
information to the opposition about what has been 
specified as privileged and why
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The Production Phase

•Privilege log should include the following for 
each document:
▪ Type
▪ Author’s name
▪ Names of recipients
▪ Date
▪ Title or description
▪ Subject matter
▪ The privilege claimed (ACP, work-product, etc.)

•Most review platforms can generate reports 
automatically that contain most of this 
information
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Sample Privilege Log
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Arbitration and Mediation

Part V
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Arbitration and Mediation

•Civil cases can be settled before trial because of 
arbitration or mediation
▪Methods of settling disputes outside of court
▪Also known as alternative dispute resolution

•What is the difference between an arbitrator and a 
mediator??
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Arbitration and Mediation

•Arbitrator - impartial person chosen by both 
parties to solve their dispute
▪Hear and evaluate evidence and make decisions

•Mediator - a person who bring parties together in 
some form of agreement
▪Does not evaluate evidence or make decisions
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Arbitration and Mediation

•Special masters can be used in matters involving e-
discovery
▪Can function as mediators or arbitrators 

•As a mediator:
▪Special masters can be used to process and review 

discovery and turn screened material over to appropriate 
parties

•As an arbitrator:
▪Special masters can be appointed by the court to oversee 

e-discovery matters
▪Recommendations are binding
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Summary

•During the meet and confer, parties should agree on 
preservation and production methods
•A duty to preserve obligates the responding party to 

evaluate which procedures and methods are best 
suited to meeting the preservation order
•Targeted discovery scopes use search criteria that 

include search expressions, proximity searches, 
keywords, date ranges, file types, and e-mail 
addresses
•Web-based repositories are a good option for law 

firms and corporations
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Summary

•Paper discovery is part of almost every case and 
often adds time and costs for manual or 
automated subjective and objective coding

•Despite precautions attorney-client and work-
product privilege material might be produced 
inadvertently

•Civil cases can be settled before trial by using 
arbitration and mediation
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Text References

•Phillips, A., Godfrey, R., Steuart, C., & Brown, C. 
(2014). E-discovery: An Introduction to Digital 
Evidence. Boston, MA: Cengage Learning.
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•Review and understand this slide deck on Canvas
•Feel free to play around with Everlaw on your own
▪Just don’t upload extremely large datasets as we have 

a class 10GB limit before getting charged

•We’ll go over the class project parameters in three 
weeks on 3/23
•Research paper instructions were posted two days 

ago and the paper is due in five weeks on 4/6
▪The paper is due before class starts at 6:25pm

Homework
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•Next week (3/9) we will not have in-person class 
due to me being at LegalWeek in NYC
▪I will post a video lecture

•No class the next week (3/16) due to Spring Break

•The next time I will see you all in-person in class 
will be 3/23

Homework
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Questions???
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